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Problem 4:  Privacy and Security

Apple and Google provide developers with a complete set of tools to keep 
data on their devices safe and secure, but neither enforces that developers 
use the tools.

Why do HealthKit and Google Fit matter?
By providing a standardized format and storage mechanism for health data, HealthKit and Google Fit 
will facilitate development of apps and devices that can share health data between each other. In 
turn, users can look forward to switching between apps without having to worry about migrating their 
data. And even though neither HealthKit nor Google Fit provides a way to share data with other 
people, other apps do, and so when those apps connect with these platforms, it will allow users to 
share their health data with other people, including health care providers. In doing so, the hope is 
that these platforms will help us improve our health.
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It’s prudent to understand how the personal data stored with HealthKit and Google Fit is kept 
secure, shared only with the people intended to see it.

fitness 
devices

HealthKit, an interface for the iOS apps and 
devices on a user’s iPhone to pass health 
data between each other, solves the 
Standardized Data problem for iOS apps.

Google Fit, a cloud-based interface 
for apps on any Internet-connected 

platform to pass fitness data 
between each other, 
solves the Standardized 
Data problem for fitness 
apps.

Neither HealthKit nor Google Fit provides a system for sharing 
between people – both are designed for a single user to share data 
between his or her own apps.

Apple iOS 8 HealthKit and Google Fit are both launching this fall, and the health app 
industry is eager to find out how these platforms will a�ect the health app ecosystem.

HealthKit & Google Fit

Problem 1: Lack of Standardized Data?

But the problem still exists for 
sharing health data outside of iOS.

But the problem still exists for 
sharing medical data.

Problem 2: Lack of Universal System for Sharing Between People

HealthKit data will not sync across iOS devices or be accessible from anywhere other 
than an iOS device. Google Fit does not provide a way for users to share health data with 
other people. This function is left up to the app developers in both cases.

Problem 3:  Too Many Apps

Once a user connects one of these health 
accessories to HealthKit, any app given 
user permission can read data from the 
device through HealthKit.

There is no way for a Bluetooth Smart 
device to save data directly into Google Fit 
without going through an app.

On Android, Bluetooth Smart devices 
connect to a user’s Android phone 
through an Android app.

iOS 8 has built-in accessory support for 
these Bluetooth Smart devices:

Security auditing tools are available from HIMSS and HealthIT.gov to 
assist app developers in complying with data security regulations under 
the Health Insurance Portability and Accountability Act (HIPAA) Security 
Rule and other best practices.

Without a standardized format, storage mechanism, and communication 
interface for sharing health data, apps and devices that wish to pass data 
between each other must invent their own custom formats and interfaces. 

Users who wish to share data with other people need a way to manage the people with 
whom they are sharing. Without a universal system to manage sharing between people, 
developers of apps that share data with people must choose from hundreds of options for 
systems that manage sharing between people or invent their own custom system.

The idea that “there’s an app for that” used to be cool, but does each health device 
really need its own app? For example Omron, iHealth and Withings blood pressure 

monitors each require their users to use the devices’ own apps to record a blood 
pressure reading. Users may prefer to see their device data in a di�erent app, but 

for this to be possible, devices must agree to use the same Standardized Data.


