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CTaTnyeckad MoamdukaLma Koaa:
Mono.Cecll

Mapcnt .NET cbopky 6e3 3arpy3ku B agpecHoe
NPOCTPaHCTBO

[lo3BosIIeT MOAVUPULMPOBATL U COXPaHUTbL Ha AUCK
MoanonumpoBaTtb MOXHO He TONbKO KOZ,
[1o cyTn, MOXXHO peannsosaTtb Bce AOP



[ TommeHeHne B Reverse Engineering

1. C nomouwbto gmnsaccembepa HaxoanM KyCOK KoAa,
KOTOPbIN HY>XHO U3MEHUTb

2. Mogundvuympyem ¢ nomowbto Mono.Cecll



[ Tommep: B3/1OM Urpbl “canep’




// WHnumanusupyem readerParameters
var readerParameters = new ReaderParameters(..) { .. };

var assembly = AssemblyDefinition.ReadAssembly("Minesweeper.exe", readerParameters);

var type = assembly.MainModule.Types.First(type => type.Name == "ProductLicense");
var method = type.Methods.First(method => method.Name == "get TrialDays");
var instruction = method.Body.Instructions.First(
instr => instr.OpCode == OpCodes.lLdc I4 S
&& (sbyte)instr.Operand == 30);

instruction.OpCode = OpCodes.Ldc I4;
instruction.Operand = 1000000000;

assembly.Write("Minesweeper.exe");



[Hammyeckoe MoanduLIMpOBaHmMe koaa

*  XyK MeToza
* .NET profiling API
*  Xyk JIT-komnuaatopa
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XyK MeToAa

A

push ebp
sub 40h

esp,

jmp new_addr

pop ebp
ret
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XyK MeToAa

* RuntimeHelpers.PrepareMethod rapanTtupyet JIT-
KOMMOUAALNIO METOAA

« MethodHandle.GetFunctionPointer() Bo3BpawaeT agpec
MeToza
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XyK MeToAa

* bubanorteka GrEmit gna reHepaunm n mognobunkaumm IL-
KoAa
https://github.com/homuroll/GrEmit
https://www.nuget.org/packages/GrEmit

* MethodUtil.Hook cTaBuT XyK NO NpeabigyLien cxeme
« Knacc MethodBody aAn8 MaHMNyASaLMK C TEIOM METOAA
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https://github.com/homuroll/GrEmit
https://www.nuget.org/packages/GrEmit

1301MPOBaHHOE TECTMPOBaHME 1M Mock

public interface IDataReader

{
int[] Read(int column);
}
public class DataProcessor
{
private IDataReader dataReader;
public int FindAverage(int column)
{
var data = dataReader.Read(column);
var sum = data.Sum(x => (long)x);
return (int)(sum / data.Length);
}
}
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3azaya: mock cTaTMyeckoro MeToaa

public class DataProcessor

{
public int FindAverage(int column)
{
var data = DataReader.Read(column);
var sum = data.Sum(x => (long)x);
return (int)(sum / data.Length);
}
}
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XYK MeTOAa

BapuaHTbl UCNO/b30BaHMA
* LleneBon metoa y>kKe nogrotoBaeH
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public void Test()

var dataProcessor = new DataProcessor(); Y10 NoAmMeHseM

using (var mock = new Mock<int, int[]>(x => DataReéder.Read(xﬂ))

{

mock.Set(MockedRead);
Assert.AreEqual(5, dataProcessor.FindAverage(42));

} HoBbIn
DataReader.Read

private static int[] MockedRead(int x)
{

if (x == 42) return new[] {1, 4, 7, 8};
throw new InvalidOperationException();
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public class Mock<T, TResult> : IDisposable

{
private readonly MethodInfo victim; // MNMony4aem B KOHCTpyKTOpe
private Action unhook;
public void Set(Func<T, TResult> func)
{
Action curUnhook;
if (!GrEmit.MethodUtil.Hook(victim, func.Method, out curUnhook))
throw new InvalidOperationException("Unable to hook method");
if (unhook == null)
unhook = curUnhook;
}
public void Dispose()
{
if (unhook != null) unhook();
}
}
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public void Test()

{
var dataProcessor = new DataProcessor();
using (var mock = new Mock<int, int[]>(x => DataReader.Read(x)))
{
mock.Set(MockedRead);
Assert.AreEqual(5, dataProcessor.FindAverage(42));
}
}
private static int[] MockedRead(int x)
{
if (x == 42) return new[] {1, 4, 7, 8};
throw new InvalidOperationException();
}
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public void Test()

{
var dataProcessor = new DataProcessor();
using (var mock = new Mock<int, int[]>(x => DataReader.Read(x)))
{
mock.Set(x =>
{
if (x == 42) return new[] { 1, 4, 7, 8 };
throw new InvalidOperationException();
});
Assert.AreEqual(5, dataProcessor.FindAverage(42));
}
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public void Test()

{
var dataProcessor = new DataProcessor();
using (var mock = new Mock<int, int[]>(x => DataReader.Read(x)))
{
mock.Set(k>c.<>9__ 0 0);
Assert.Arekqual(5,~dataProcessor.FindAverage(42));
}
}

private sealed class <>c

{ BoT oHo!
public static readonly <>c <>9 = new <>c();

public static Func<int, int[]> [k>9__© 0|= new Func<int, int[]>(<>c.<>9.<Test>b__ 0 0);

internal int[] <Test>b__ 0 _0(int x)
{ MeTtoz

if (x == 42) return new[] { 1, 4, 7, 8 }; HecTaTnyecKni
throw new InvalidOperationException();




XYK MeTOAa

BapuaHTbl UCNO/b30BaHMA
* LleneBon metoa y>kKe nogrotoBaeH
* LleneBon mMeToa HY>XHO cO34aTb Ha OCHOBE APYroro
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KonnpoBaHme n Moandukauma metosa

read resolve Resolved
Method
Body Body

\ modify

. write New
[Iiﬂyentahrg(ljc —— Method
Body
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Metadata tokens

* Y MHOrux IL-MHCTPYKLMIA apryMeHTbl — TOKEHbI

Console.WritelLine("zzz");
IL 0000:[72][01 00 00][70] 1dstr [|String|{ox0001
IL 0005:[28]|11 00 00| oA calll [[MemberRetf[[0x0011

* Metadata token — ccbinka Ha MeTajaHHble, ONWCaHHbIE B MOAYNE
* ToKeH Ba/inAEH TONbKO BHYTPU MOAYAS
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public class Mock<T, TResult> : IDisposable

{
private readonly MethodInfo victim; // lony4aem B KOHCTpyKTOpe
private Action unhook;
private Func<T, TResult> curFunc;

public void Set(Func<T, TResult> func)
{
if (!func.Method.IsStatic)
func = Clone(func);
curFunc = func;

Action curUnhook;
if (!MethodUtil.Hook(victim, func.Method, out curUnhook))

throw new InvalidOperationException("Unable to hook method");
if (unhook == null)

unhook = curUnhook;
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public class Mock<T, TResult> : IDisposable

{

private static Func<T, TResult> Clone(Func<T, TResult> func)

{

resolveTokens

var body = MethodBody.Read(func.Method,
foreach (var instruction in body.Instructions)

{
switch (instruction.OpCode.Code)
{
case Code.lLdarg 0:
throw new InvalidOperationException("Method has wrong signature");
case Code.lLdarg 1:
instruction.OpCode = OpCodes.Ldarg 0;
break;
}
}

return body.CreateDelegate<Func<T, TResult>>();
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MHbekUma koaa B Uyxon NET npouecc

mfect
Infected 5'9”a| ,
Injector
V|ct|m
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MHbekuma koga B Wyxxon NET npouecc

Y npouyecca-xeptBbl ectb GUI
3annaTtka — windows hook
Signal — SendMessage
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MHbekUma koaa B Uyxon NET npouecc

SetWindowsHook
—
Infected SendMessage |
Injector
V|ct|m
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MHbekuma koga B Wyxxon NET npouecc

var injectMessage = RegisterMessage("Inject");
SetWindowsHookEx (WH_CALLWNDPROC, &Inject);
SendMessage(victim, injectMessage, target);

[D11Export]
public static void Inject(..)
{
if (message == "Inject")
{

var assembly = Assembly.lLoad(target.Assembly);
var type = assembly.GetType(target.Type);

var method = type.GetMethod(target.Method);
method.Invoke();
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Kak 3kCnopTnpoBaTb GYyHKLMKO 13 NET

*  [lnwem Ha C++/CLI n nomeuaem __declspec(export)

*  [nwem Ha C#, ncnonbsyem bmubamoteky UnmanagedExports n
nomedaem metog aTpmbytom DIIExport

* https://www.nuget.org/packages/UnmanagedExports
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https://www.nuget.org/packages/UnmanagedExports

[TorMep: MHBbeKUMA B UTpy “canép’
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1 paccMpoBKa/NOTMPOBaHME Ha NeTy

private static void Main(string[] args)

{
var process = Process.GetProcessesByName("devenv")[0];
Injector.Launch(process.MainWindowHandle, typeof(Program).Assembly.Location,
"Injection.Program", "Hook");
}

33



public static void Hook()
{
var method = typeof(FileStream).GetMethod("Init", ..);
var body = MethodBody.Read(method, true);
body.Instructions.Insert(@, Instruction.Create(OpCodes.Ldarg 1));
var debugWritelLineMethod = typeof(Debug).GetMethod("WritelLine", ..);
body.Instructions.Insert(1l, Instruction.Create(OpCodes.Call, debugWritelLineMethod));

del = body.CreateDelegate(method);
Action unhook;

if(!MethodUtil.Hook(method, del.Method, out unhook))
Debug.WriteLine("Unable to hook method");
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Hea0CTaTkM XyKa MeToAa

*  Mertog no cytn He MoaMduLMpYyeTCs, a KONUpyeTcs
*  He AOKyMEHTMPOBaHHbIN CNOCO6
* [Mpv BO3HNKHOBEHUM NCKNHOUEHUSA CTIKTPINC IOMAETCH
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NET profiling AP

* Ha crapte CLR MOXHO yka3aTtb uepes nepeMeHHble Cpedbl, UTo
Hy>XeH npodannep:
«  COR_ENABLE_PROFILING = 1
« COR_PROFILER = {clsid}
«  COR_PROFILER_PATH = path

* [lpodannep npeacrasader cobom COM-06beKT, peanmsyrowmm
nutepdenc ICorProfilerCallback

« TIpy MHULMANMBALMN HYXKHO YKa3aTb, YTO MIMEHHO
npoduanposarb

 Touka Bxosa — C++

*  Ho ¢ nomowbto UnmanagedExports MOXXHO 60/1bLUYO YacCTb

HanumcaTtb Ha C#
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CorProfiler::Initialize(..)

{
this->corProfilerInfo = ..; // nony4aem ICorProfilerInfo
this->corProfilerInfo->SetEventMask(COR_PRF_MONITOR JIT COMPILATION);
// 3arpy3ska Managed-kycka npodaunnepa
auto lib = LoadLibrary("ManagedTrace.d11");
this->callback = GetProcAddress(lib, "InstallTracing");

}

CorProfiler::JitCompilationStarted(FunctionID functionId, ..)
{

// TNonydveHune no functionId umeH cbopku/mMoaynsa M TOKEHa MeToaa

if (assembly == "ManagedTrace.dll")

return;
char* methodBody = this->corProfilerInfo->GetILFunctionBody(..);
char* changed = this->callback(assembly, module, token, methodBody);
if (changed != nullptr)

this->corProfilerInfo->SetILFunctionBody(.., changed);
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C#

v

JITCompilationStarted callback

MethodBody.Read
Geilleilneesel resolveTokens=false
GetToken
|CorProfilerInfo « modify method
SetILMethodBody < MethodBody.Write()




NET profiling AP

Icnonb3oBaHMe TOKEHOB Npu Moagndukaummn Koga

NET nossosiseT nonyuntb metasaHHble NO TOKEHAM

.NET no3sonser CO34aBaTb MO MeTajaHHbIM TOKEHbI TOJIbKO A4

ANHaMnyeckn reHepmpyemoro koga (MethodBuilder v
DynamicMethod)

|CorProfilerInfo no3sonsier 406aBAsATb HOBbIE MEeTaJaHHbIE B
nrbou Moaynb
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[ Tommep. TpaccnpoBLIMK
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TpaccnpoBka

Moaundpurkauua koga
Leave/Enter hooks
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L eave/Enter hooks

l/v EnterHook

=

...
-

42



[TpakTnyeckmnm npumep

«  Tpaccupyrowmm npodannep Ha NnpojakileHe
*  Wcnonb3yet 0be TexHUKN MoandunKaLmm Koaa:
« profiling API gns obbluHOro Koza
e Xyk mMeToZa AN JUHAMNYECKN CreHepMpOBaHHOIO Koja
* 3ameanenue 5-15%
* [octuraetca Tem, UTO NPOGUANPYETCA TObKO USer-Koa,

« [lpocTble MeToAbl He NPoPUANPYHOTCA
* EcTb KOHOUrypmnpoBaHue
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Xyk JIT-koMnnnaTopa

—> ICorJitCompiIer

Hook

compileMethod callback

http://www.codeproject.com/Articles/463508/NET-CLR-Injection-

Modify-IL-Code-during-Run-time
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http://www.codeproject.com/Articles/463508/NET-CLR-Injection-Modify-IL-Code-during-Run-time

BbIBOA

* [lpuMeHaTb MOANOULMPOBAHNE KOAA HYXXHO OCTOPOXHO

« [MpeanouTtntenbHee ctatmyeckas mogmdunkaums

*  [na anHamunueckon moandukaumm npoule caenaTb XyK MeToaa
« Ecnu HyxeH npodannep — ncnonbsyem profiling API
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