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Introduction 

Investor Onboarding is the process by which your platform’s Users become acceptable investors or 
lenders for your operations. Acceptability will depend on your regulatory environment, compliance 
considerations and your own business requirements and focus. 

Running this process efficiently is a critical success factor for any online finance platform, because it 
takes new Users of your platform from the point at which they are willing to register fully to your 
service to the point at which they can actively engage with the financing opportunities that you 
provide.  

It is the first significant gate through which your Users must pass in order to start using your full 
service, and therefore it will have some drop-off rate. This drop-off rate can be measured over time. 
It will be influenced by many factors, such as your platform’s messaging and positioning, the overall 
user experience, the segmentation of visitors to the platform, and the amount of information each 
User is asked to provide. 

A high drop-off rate is not necessarily worse than a low one: allowing many Users into your platform 
might reduce the overall success rate of your other key processes such as matchmaking or closing & 
settlement; or, more importantly, your platform might not be upholding its compliance and 
regulatory requirements if it simply approves all Users. 

The compliance and regulatory requirements are often grouped together under the general 
category of Anti-Money Laundering and Know Your Customer (‘AML/KYC’), which typically requires 
your platform to ensure that none of its Users appear on any Politically Exposed Persons (PEPs) or 
Sanctions lists. 

The Crowd Valley framework facilitates various standard approaches and workflows to KYC/AML as 
well as providing the flexibility for developers to create their own proprietary process, either by 
building on top of dozens of integrated third-party services that can support online KYC/AML 
checks or by integrating new such services by using Crowd Valley’s integration kit. 

In this whitepaper we illustrate three approaches to KYC/AML as part of your online investor 
onboarding process, showing in general how each one is implemented using the Crowd Valley 
framework: 

1. Single KYC/AML gate with one provider 
2. Multiple KYC/AML gates with one provider 
3. Custom KYC/AML workflow with multiple providers 

We will not cover topics here relating to ‘enhanced KYC/AML and due diligence’, the management 
of ongoing compliance, or the maintenance of KYC/AML records. Moreover, this whitepaper does 
not contain any advice - legal or otherwise - for your compliance requirements, and it should not be 
read as such. It contains solely guidance on technical process design and implementation. 

We start by explaining the typical data that are required for an online data collection process and by 
sharing some sample screenshots from online finance platforms showing the User’s point of view. 
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Online Data Collection and the User’s Viewpoint 

About KYC/AML 

Typically Money Laundering regulations require an individual to be identified based on his/her 
name, residential address or date or birth, and a photograph on an official document which 
confirms their identity by matching the other information provided. 

The ‘traditional’ offline way to do this is to ask for a government-issued document such as a 
passport, driving license, utility bills, bank statements or other official documents, which would then 
be shown in person or scanned and sent via post or email. 

In online platforms, this information can be submitted to online KYC/AML service providers in such 
a way that your platform’s regulatory requirements can be fulfilled by a completely online process 
that is almost instantaneous and that does not necessarily require the User to scan and upload any 
documents. 

In general, every such online KYC/AML service is configurable to return one of at least three 
responses to a request to verify the KYC/AML status of a User: PASS, REFER or FAIL. These 
responses will be based on whichever back-end processes and data checks are employed by that 
service provider, which might include for example verifying the User’s identity against an electoral 
roll, global PEPs and sanctions lists, and mortality databases. The actual algorithms and databases 
that are used for your platform are typically configured with the online service provider. 

• PASS indicates that the User should be considered as verified for KYC/AML purposes; 
• REFER indicates that the User has not been fully matched and verified but equally has not 

matched against any PEPs and sanctions lists, which is typically the case when the User’s 
information matches only one data source instead of the two or more sources that are typically 
required for a full verification;  

• FAIL indicates that the User has matched an individual who is on a PEPs or sanctions list and 
therefore, if they are indeed that individual, they would not normally be allowed to transact on 
your platform. 

Some online providers also allow for additional types of response or adjusting the boundaries 
between PASS and REFER or REFER and FAIL so that you can fine-tune your workflows. 

Your approach to KYC/AML as part of your User Onboarding process will therefore define the next 
steps that your platform will take based on these responses. For example, you might decide to 
block immediately any User who receives a FAIL response.  
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Data Collection 

Every such online KYC/AML service requires a certain amount of data about the User in order to 
obtain this PASS/REFER/FAIL status. Based on the most popular KYC/AML service providers that 
have been integrated into the Crowd Valley framework, you should expect to need to collect the 
following data about your Users in order to process a KYC/AML check: 

• Full Name (‘given_name’ and ‘family_name’ in the Crowd Valley framework’s object model for a 
User)  

• Address (address including sub_building, building, street_address, city, region, country, 
postal_code) 

• Date of Birth (birth_date) 
• Gender (gender) 

Then depending on your final approach and on the particular online KYC/AML service providers 
you choose to use, you may also need to collect these data: 

• Additional Name (additional_name) 
• Country of Birth (birth_country) 
• Place of Birth (birth_place) 
• Driving License Number (driving_license_number) 
• Title (honorific_prefix) 
• Suffix (honorifix_suffix) 
• Nationality (nationality) 
• Passport Country (passport_country) 
• Passport Expiry Date (passport_expiry) 
• Passport Number (passport_number) 
• Phone Number (phone_1) 
• Tax ID (tax_id)  
• Identity Documents (documents) 

Given the number of fields and information that you might need to collect from Users, an important 
consideration here is the User’s viewpoint, because Users might be either reluctant to provide this 
information or unable to do so, if for example you require their full passport number and they do 
not have their passport with them. 
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The User’s Viewpoint 

Here we share some screenshots of a typical registration form that is used to collect information 
from a User in order to process an online KYC/AML check.  
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The purpose of these forms is to streamline the right Users’ journey to full registration, and 
following common approaches in User Experience (UX) design you can consider:  

• informing the User at the beginning of the process about what information they will be expected 
to provide at a later stage, for example a passport number, so that they do not start the form and 
then need to re-start again once they have found their passport;  

• breaking up the form into a few sections instead of showing the whole form on one page so that 
the User is not put off by a sudden request for a lot of information;  

• clearly showing the User their progress as part of the overall registration process and reminding 
them of the benefits of joining your platform; or 

• using helper tools and functions such as address lookup services. 

Next we illustrate three approaches to running KYC/AML checks as part of this Investor Onboarding 
process. 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Three Approaches to KYC/AML 

Single KYC/AML gate with one provider 

Before first launching an online finance platform there will be no existing real user data with which 
you could assess the success rates of your overall Investor Onboarding process or of your platform’s 
closing rate. Therefore it can be difficult to predict in advance how your live Users will react to a form 
asking them to provide all the necessary information that is required. Accordingly, many new 
platforms adopt the simplest approach, which is to use a single KYC/AML service with a single gate 
or decision point.  

This approach minimizes the complexity of the Investor Onboarding process at a time when the 
whole platform and all of its various processes are being defined and built. It also allows the 
platform’s operational team to gain confidence with a narrow number of possible outcomes, rather 
than launching with many different possible permutations and edge cases. When first launching a 
platform, this simpler approach can also be easier for regulators and other stakeholders to 
understand, and therefore it provides a solid base from which to iterate on the basis of real user 
data. 

However, adopting this approach can be more expensive per User, because the platform will 
request a full KYC/AML check every time any User tries to apply, even if they have already applied 
and requested their KYC/AML status during a previous session. Further, there is a reasonable risk of 
not being able to match fully a User against a sufficient number of public databases simply by 
relying on one type of check through one service provider, which could result in a larger number of 
Users being asked to go through a manual and less user-friendly KYC process which might involve, 
for example, uploading scanned documents. 

Pros Cons

Easy to implement Can be more costly on a per-User basis

Fewer operational processes to define Higher risk that Users will not pass automated KYC

Easy for third party stakeholders to understand Higher risk that acceptable Users do not pass
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Multiple KYC/AML gates with one provider 

There are two ways in which the same online KYC/AML service provider can enable a more 
sophisticated and effective approach when compared to the most simple, single gate approach: by 
running the same check (sometimes called a ‘profile’) using different data; or by running different 
checks on the same data. 

Most online KYC/AML service providers allow platforms to run a second, incremental check on the 
same User without charging the same for the second check as for the first. This means that a 
platform can ask its Users for a minimal subset of personal identifying information that might be 
sufficient to pass an automated KYC/AML check, and if the response to this initial check is ‘REFER’ 
then Users can be asked to provide slightly more information before re-running the same check 
with the added information. 

Alternatively, some such providers allow for fine-tuning of checks such that different ‘profiles’ can be 
used at different steps in the process. A profile is typically made up of one of more public databases 
that contribute to a User’s final score (PASS, REFER or FAIL). Therefore, a platform can choose to use 
one, perhaps smaller and therefore cheaper, set of databases as the initial check, and then, only if 
the User returns a REFER on that step, use an alternate or more comprehensive set of databases as 
a second step, with the goal of converting some of those REFER results to a PASS. 

One typical implementation of this approach might be to ask for the minimum possible amount of 
information in the first step, for example, the User’s full name, address and date of birth. If the User 
passes KYC on the basis of these data alone then asking that particular User for his/her passport 
number or driving license would have been unnecessary, and would perhaps in some cases 
discourage the User from completing the platform’s registration process. Then, if the User does not 
pass first time with that limited amount of information, the platform can ask them for further 
information in order to try the automated KYC/AML check again. 

Pros Cons

More user-friendly Slightly more complex workflow

Some Users will not need to provide all information Still some risk that acceptable Users do not pass

Often no extra cost compared to single checks Still dependent on a single service provider’s data
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Custom KYC/AML workflow with multiple providers 

As an online platform starts to build up its user base, it will also generate more and more data that 
can be used to develop a unique approach to KYC/AML, which can respond to the platform’s own 
client segmentation and business requirements. 

The Crowd Valley framework contains dozens of online KYC/AML service providers which each 
provide their own profiles which can return a PASS, REFER or FAIL, based on various User inputs. 
Sophisticated KYC/AML workflows can combine these results in order to develop proprietary 
approaches to assessing the identity of a certain User. 

By combining these results as inputs to a proprietary KYC/AML algorithm, platforms can also define 
multiple different outputs. In this way, instead of being limited to a simple response of approving a 
User who returns a PASS and blocking a User who returns a FAIL, the platform’s operational team 
can follow up with Users according to various business processes that are triggered by fine-grain 
scoring boundaries. 

Further, sophisticated platforms can provide multiple options or routes through a KYC/AML process 
so that Users who prefer to provide all information immediately can do so; others may prefer to use 
multiple different ways to validate their identity gradually, for instance by using multi-factor 
authentication or their public online presence. 

Pros Cons

Gives Users the most flexibility during onboarding Complex implementation with many possible routes

Can reduce lost Users and manual work Requires a solid understanding of User data

Can be the most cost-effective approach Requires a solid understanding of compliance
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Implementation using the Crowd Valley framework 

Crowd Valley provides a uniform framework for running Investor Onboarding workflows that use 
one or multiple different connected online service providers for KYC/AML. 

Most KYC/AML service providers’ checks are implemented through the Crowd Valley API using a 
single function and without any parameters, for example: 

• POST /self/contego/check 
• POST /self/gbgroup/idVerify 
• POST /self/mangopay/kycCheck 

Each of these functions uses a different third party service provider - in this case, Contego, GBGroup 
and Mangopay respectively. 

The functions work by sending the User’s existing data, which are previously saved to the platform’s 
Crowd Valley database in a standardized format, to the KYC/AML service provider, which then 
returns the relevant response - typically called PASS, REFER or FAIL.  

In this way platform developers working within the Crowd Valley framework do not need to worry 
about the particular data models used by any particular KYC/AML service provider: once a User has 
saved for example his/her name, address and date of birth to the database (using the PATCH /self 
function) then those fields are automatically converted by Crowd Valley’s back-end into a format that 
is recognised by each service provider. 

This allows developers to start by using straightforward Investor Onboarding processes and then 
gradually iterate and improve those processes without having to re-work data models or convert 
responses from different services into a standard format. 

Further, it is possible to implement an Investor Onboarding process within the Crowd Valley 
framework without using any further functionality from Crowd Valley. Therefore platforms with 
existing functionality or manual processes for deal origination or loan management can equally 
adopt the Crowd Valley framework just for their Investor Onboarding process by implementing just 
those functions that they require for their purposes. 

Please see www.crowdvalley.com/framework for more information about the Crowd Valley 
framework including complete API documentation, or contact the Crowd Valley team at 
www.crowdvalley.com/contact for further support. 
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